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SUBJECT: ' o Proposed opp Pollcy Bxcludlng ADDB of Forelgn
s e Manufacture (U) cenma o . -

........

.\_Memorandum dated‘2l Aorll 1981 Erom e
;,C/MS/ODP to C/PD/OL (ODP 81. —437) .

..

1 ThlS Orflce fully suoports tne pollcy ou llnei in " lﬁf
nwragraon 2 of reference (b). This policy incidentally was first
sur faced in our joint 05/0DP Computer Security Working Group and

in fact, prior to final publication by the Office of Data | i
?“oceSSLng (oDP)}, Management Staff (1S) was ccaordn.*xatefq with the

Gffice of Security (OS), Informatlon Sybtems aecurlty Grouo
(ISSG) .- (U) o e ; Y .;

Ve P

o a. There is'a dlstlnct threathto ADP& bokﬂ at the \
. _‘ﬁanuxacturlng polnt and/or at 'the servicing end via a device
used for the purpose already stated in reference (b) We
believe, however, that there would e oettep,ways'for a

hostile or (£friendly) government to obtaln 1mEormat10n but

that thredt nevertneleab Vx1sts.fx__g o “M SoE

2 : —

Vo b. Regardlng service reorespntatlvos - dny forelgn
national reoresentatlve of these. manufactuteﬂs would not be
permitted entry to the Hezadquarters comolex for obvious

‘security reasons. (U) S ,i
: |

i
[

'3. In answer to sp;cxftc questlons llstpi iq attachment (1)
~f reference (a), we have the follow1ng comneﬂts (correspondlng

) uaragraons in uttacnment) ‘ |
[ \ ! . )
I

' a. WYe view these varametoro as tho entlre syqtem to
'include individual components oOf & c0xputer,,e .g., main CPU,
terﬂlnals, memnory units, I/O ev1ces, channgL aev1chs, as ‘
well as .communication equlomeﬂt. I ‘* | P
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b.  We would prefer that these be made at time of
“procurement as part- of-the procurement. process. Inqulrles
should be made as to foreign aFfiliation and if rossible

« place of manufacture of computer units under procurement
consideration. - There should be no exceptions unless there
are overriding circumstances not now envisioned and then
only with written concurrence by the Director. of Securlty
and the Dlrector of Data Proce;sxng.:‘ o

HIR -
I + -

Ca No.. We belleve that this is an lnternal Agency -
policy matter necessitated by the DCI's legal: respon31b111ty
' to protect Sources and Methods. DDO-data which is processed
on our computers - would cnrtalnLy be consldered in thxs

ubject area.x.%; - ‘ i : '

.;;niii%gd._ We 66 not scéclflcally ana]yze new. comoutar _‘7- AR
" ‘equipment’ for . implanted devices or for modlflcatlons. Our ;
o Technical Security Division/0ffice of Securitv people, -

25X1 -

FEHAITINT VISITING service represcentatlives: service
technicians who regularly maintain our computer equiment
must. be cleared and badged (VNE badge includes polygraph -
interview). Service personnel on the Agency account, wha
‘regularly service our equipment but who do not qualify for a
badge (less than 100 visits per year) ‘are also generally
approorlately cleared. In the event there are no badged or

. Cleared service personnel available, uncleared :

‘ . representatives will be asked to perform maintenance R
functlons under escort by a "knowledgeable" individual.” OF S
‘course this procedure’is difficult *o enfoxce in the dally -

-uywork enVLronment.,,;aumﬁ_h sy ““:_ e T

el TR L
R PR b Lo

: e, Yes. Vm'are Currently rev1ew1ng Agency and
C01mun1ty policy in the information securlty area in order
to update existing: regulatlons/dlreﬂtLves and wlll consider
‘this guestion as part of that review. Addltlonally, we feel
that it should also apply to the In‘elllgence Commun ity
(e.g., to member Agencies pLocosang SCI under; DCID - 1/16).
£f. To our knowlbdge there 1is curtently no, policy i
Community-wide specifically addressing this matter. Until
very recently, as you know, there was a specific “buy-
American" clause in the GSA procurement ‘directives which now
has been voided by Executive Order. Further, historically
the United States computcr wmanufacturers have not had any
competition from forelqn Cochnleaa However, with recent
technical strides in computer manufacturing by Japan, the
problem of using foreign computers will become more defined.
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h._ We are not as concerned aboub Unlted States comouter
~manufacturers using transnational corporations for parts,
“etc.,.las-we--are of forelgn manufacturlers produCLng this |

_.Computer é&gquipment in their own country under ' their, "total”
ﬁ?»control.w -In short; we have to llV° wlth the " facts . of Life"
QE'Amerlcan buSLn;ssu S Sl : Af i T

TR - . AT
. * ..\...-: o |

N
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B . . R

[l

R ,1.. Many questlons would first have to be anbwered such
as: degree of forelgn -control; the- dlstrlbutlon process - for

%1 £his equipment, types of contracts (overt/covert) under _
;‘con51deratlon. (S) ; ; ;.ﬁg - 1 _ f‘

4. ;ObVlously those cues*Lons need further discussion dnd
gxplanatlon» 25X1 -

#1ll be the. pCSINT OL contact within ISSG on Ehis issuae. (C)

_ 25X1
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